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ABSTRACT

Within Industry 4.0 research, the spotlight shines on technological and organisational challenges.
This study shifts the focus to worker readiness, beginning with an analysis of twenty-three models
to establish the state of research. Findings demonstrate that existing models are mostly early-stage
proposals addressing competences featured in mainstream 21*-century and digital-competence
frameworks. Worker-level factors explicitly aligned with emerging cyber-physical systems receive
little attention. To construct a worker-readiness model calibrated to the needs of Industry 4.0, the
authors devised a research procedure based on a two-phase integrative review of 135 publications.
Firstly, they deployed an activity-system apparatus to produce a structured description of the
target environment. Secondly, major worker competence groupings, aligned with this target, were
extracted, tagged and reduced to five dimensions. The resulting model consolidates prior research
and introduces two original competence groupings addressing human-machine partnering and
decision-making in Industry 4.0. This study is a foundational step by the Educational Informatics
Lab, Ontario Tech University, Canada, toward deploying a global online profile tool for generating,
analysing and aggregating worker readiness profiles. This cross-disciplinary project will help
researchers, educators, corporate trainers, human resource managers, policymakers, and systems
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designers more effectively diagnose the readiness of workers for Industry 4.0.

1. Introduction

The digitalisation of industry is advancing steadily.
Catalysed by international programs like Industry 4.0,
academics, governments, and private companies are
collaborating to reinvent manufacturing. Industry 4.0 is
an established global innovation program aimed at mak-
ing manufacturing facilities more intelligent, efficient
and flexible (Orellana and Torres 2019). However, there
are different views of Industry 4.0 among small- and
medium-sized enterprises (Da Silva et al. 2019) and
ongoing challenges producing a roadmap for its full
realisation (Liao et al. 2017). Indeed, leading German
companies are still working toward advanced stages of
maturity (Bittighofer et al. 2018). Given the complexity
and scope of industrial digitalisation, much of the aca-
demic research focuses on technological and organisa-
tional problems. Addressing ‘human factors,” and in
particular, conceptualising and measuring human readi-
ness for digitalised work receives less attention, and
remains an early-stage project (Shahlaei, Rangraz, and
Stenmark 2017; Peruzzini, Grandi, and Pellicciari 2020).

Nevertheless, this project is crucial to the success of
Industry 4.0 because aside from a few ‘dark factory’
scenarios (Oztemel and Gursev 2018), humans are con-
sidered more adaptive than machine entities and vital to
future production (Leineweber et al. 2018; Ghobakhloo
2018).

To date, researchers have studied work transforma-
tions in digitalised industries from several perspectives.
For example, economists have assessed the impact of
automation on jobs (Frey and Osborne 2017; Autor
2015), and industrial management specialists have pro-
posed strategies for realigning organisational resources,
including personnel, with digitalised manufacturing
models (Mittal et al. 2018; Pessl, Sabrina Romina, and
Mayer 2017). At the worker level of analysis, the literature
offers seminal case studies (Johansson 2017), industry
reports (Canadian Apprenticeship Forum 2018), concep-
tual explorations (Karacay 2018; Romero et al. 2016a) and
empirical analyses (Richert 2018). Most importantly,
researchers have begun producing new competence
models as foundations for Industry 4.0 worker develop-
ment (Erol et al. 2016; Galaske et al. 2017). With few
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exceptions (van Deursen and Mossberger 2018; Blayone
et al. 2020), however, specialised digital-competence
researchers have not explored the ability requirements
of digitalised industrial work. Instead, they have investi-
gated mainstream digital competences of students and
citizens from operator-tool perspectives misaligned with
intelligent systems and new forms of human-machine
partnering (van Deursen, Helsper, and Eynon 2016;
Ferrari 2013; Eshet 2012; Blayone et al. 2018c).

This study bridges this divide and contributes to
the advancement of Industry 4.0 readiness research at
the worker level. It begins by establishing the state of
research through a systematic review of 23 prior
readiness models. Then, a new model is constructed
from the literature via a two-stage research synthesis
to consolidate previous efforts and address significant
research gaps. In stage one, the salient characteristics
of Industry 4.0 work environments are modelled as an
activity-system. In stage two, major competence
groupings aligned with these systems are synthe-
sised, and an original five-dimensional model of
worker readiness for Industry 4.0 is proposed. This
model is a necessary first step by the Educational
Informatics Lab (EILAB), Ontario Tech University,
Canada toward implementing an online application
for generating and aggregating Industry 4.0 readiness
profiles of individuals around the globe, supporting
self-diagnosis and ongoing research to inform higher
education, employee (re)training, human resource
management and policymaking. Having already
implemented a global readiness application for mea-
suring the digital competences of students, teachers
and knowledge professionals (Blayone 2018; Blayone
et al. 2018a, 2018b, 2018¢), this project pivots to the
development needs of industrial workers and the
requirements of digitalised manufacturing.

2. Establishing the state of research

At the individual and group level, readiness research
has roots in learning psychology and technology-
systems development (Thorndike 1932; Sullivan
1970). The common goal is to identify and measure
factors enabling successful human functioning within
a target context. Factors of interest most often include
knowledge, skills, attitudes (KSAs) and related dispo-
sitions, which may be grouped as competences
(Hoffmann 1999). These are ability complexes that
individuals can develop through experience and

learning. Situational, cultural and personality factors,
though less widely studied, may also be considered,
particularly as mediating and moderating variables.

Twenty-three readiness models addressing the
needs of workers in Industry 4.0 were selected and
reviewed to establish the state of research. They are
presented in two groups, featuring thirteen models
developed from an organisational perspective, which
address workers as a collective entity (e.g. ‘workforce’
or ‘human resources’), and ten from a worker-level
perspective. Each model was reduced to a tabular
data set to identify common foci, key differences
and research gaps. This data set included specified
model type, derivation methodology, conceptual
readiness structures, human readiness factors, and
available instrumentation. The availability of instru-
mentation was used as a general indicator of
a model’s maturity because successful operationalisa-
tion via the development and validation of a self-
report or expert-based assessment tool requires sev-
eral stages of research beyond initial theorisation.

2.1. Organisation-level readiness models

Key findings from thirteen organisation-level models,
shown in Table 1, are as follows. Firstly, these models
use ‘readiness’ and ‘maturity’ interchangeably as descrip-
tors, even though some studies distinguish between
preparation for an initial implementation (readiness)
and subsequent development (maturity) (Akdil,
Ustundag, and Cevikcan 2018; Botha 2018). Secondly,
about half of the models were based on small-scale
literature reviews and first-hand theorisations. Others
incorporated organisational surveys, interviews with
managers, expert processes and assessment frameworks
adapted from software development and IT. Thirdly,
conceptual structures are diverse, but they position the
performance capacities of workers as a critical facet or
sub-facet of organisational preparedness. Fourthly,
although most models address human readiness gener-
ally (1, 3-8 and 13), the rest mention specific worker-level
factors, including technology/IT skills (9 and 10), social
competences (11 and 12) and intrapersonal dispositions
(2). Finally, six studies (1, 3, 9, 11,12 and 13) have pro-
duced instrumentation in the form of a survey instru-
ment, checklist or interview guide, but reliability and
validity testing is either not reported or planned as next-
stage research.
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2.2. Worker-level readiness models

The ten reviewed worker-level models are shown in
Table 2. At this level of analysis, most models identify
detailed complexes of readiness factors derived from
literature reviews, roadmaps, survey data and expert
interviews. Several models incorporate a generic compe-
tence framework addressing technical, methodological,
social and personal abilities (Hecklau et al. 2016). Overall,
the proposed factor groupings feature social/collabora-
tion competences (2, 3, 5, 6, 8,9, 10), technical/ICT knowl-
edge and skills (2, 5, 6, 8, 10) and cognitive flexibility (1, 3,
5, 6, 8, 10). Less prominent groupings include intraper-
sonal competences (3, 8,9 and 10) and intercultural skills
(8 and 9). Departing from predefined factor structures,
three models (4, 5 and 7) theorise worker readiness by
envisioning new job types, professional archetypes and
situational characteristics tied to work dynamics of
Industry 4.0 environments. Only two models (5 and 8)
report the availability of measurement instrumentation.
Although these instruments appear to be sophisticated
expert-assessment tools, information is not provided
about validation and reliability testing.

2.3. Patterns, limitations and gaps

On aggregate, the reviewed models present a diversity
of conceptual structures and constituent readiness fac-
tors. At both the organisational and worker levels of
analysis, technological and social/communication skills
are most prominent. At the worker level, personal flex-
ibility is also emphasised, but elaborated in several ways
(e.g. motivation to learn and openness to change).
Methodologically, several proposals are grounded tenta-
tively on ad hoc theorisations or small-scale literature
reviews, and few provide a systematic description of the
target. Also, two conceptual gaps emerge. Firstly, tech-
nology-focused dispositional subfactors (e.g. trust and
acceptance/enthusiasm) receive little  attention.
Secondly, competences addressing readiness for new
forms of human-computer interaction precipitated by
Industry 4.0 automation and augmentation technologies
are mostly absent. Here, researchers may be drawing too
heavily from mainstream competence discourses that
have not adapted to the novel dynamics of human-
machine partnering (Grudin 2017). Finally, the meagre
availability of valid and reliable instrumentation at both
the organisational and worker-levels of analysis suggests
these models are mostly early-stage proposals. Given

these findings, an original modelling procedure was
initiated to consolidate prior research, address concep-
tual gaps and establish a theoretical foundation for
implementing a worker readiness profiling application.

3. Purpose and method

A two-phase modelling procedure based on an integra-
tive literature analysis and synthesis was conducted. As
shown in Figure 1, phase one deployed an activity-
system apparatus (Engestrom 2015) for deriving
a structured description of the target work environment.
Activity theory was chosen because it has demonstrated
usefulness over many decades for modelling workplace
transformations  (Virkkunen and Newnham 2013;
Engestrom 2005) and the socio-technical dynamics of
human-computer interaction (Nardi 1996; Kaptelinin
and Nardi 2012). Activity theory originated in early
Soviet psychology of the 1920s with Vygotsky's (1978)
triangular model in which tools and technologies were
positioned as mediators between subjects and their
objects. This foundational social-psychological structure
was elaborated into a system of collective (labour) activ-
ity by Leontiev (1977, 2005, 2006) in which rules, other
actors (e.g. members of a workgroup) and divisions of
labour were added. Finally, the Finnish scholar
Engestrom consolidated these elements visually in
a (multi-triangle) activity system apparatus, which has
been used extensively in several scientific disciplines for
abstracting, explaining, positioning and contextualising
work activity (Bligh and Flood 2017).

Phase two focused on coding, extracting and orga-
nising KSAs into thematic clusters aligned with the
target. This phase relied on a multidisciplinary base of
social science, human factors and Industry 4.0 litera-
ture, which addressed worker/operator competences
supporting optimal functioning in digitalised work
environments.

For both phases, English-language literature was
identified and analysed via an emergent process. An
initial set was established by querying Google Scholar
and Web of Science using predefined keywords (e.g.
[readiness OR skills OR competence] AND [manufactur-
ing OR digitalisation OR Industry 4.0]). As items were
reviewed, additional phrases (e.g. cyber-physical sys-
tems; Industry 4.0 human factors; Operator 4.0) were
gathered to extend the set. Published articles and high-
quality conference papers were preferred, but other
publication types were included if they provided
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original perspectives and evidence-based analyses of
Industry 4.0 work environments or worker compe-
tences. Literature was admitted from several academic
domains and national contexts without prejudice.
(Within the coded literature, 35% of the first authors
reported Germany or Sweden as their host nation, with
36 nations represented.) Host journal domains included
engineering, business, information technology, com-
puter science, psychology, ergonomics and education.
Most items dated from 2015 (115). Searching stopped
when the thematic extraction/coding of activity-system
characteristics and worker competences (in Excel)
reached saturation (Mason 2010). The final (135-item)
data set (maintained in Endnote X9) included 63 arti-
cles, 44 conference papers, 12 chapters and 16 reports.
A semantic analysis of abstracts and keywords (con-
ducted in NVivo 12) highlighted both context-specific
(e.g. Industry, manufacturing, technology, systems and
digitising) and worker-related items (e.g. humans, work,
skills and competence) among the top 100 lexemes,
which is consistent with the study’s twin focus. To
achieve economy in reporting, references provided in
this text are selective and do not represent the full
data set.

4, Stage 1 findings: target work environment

A structured multidimensional description of Industry
4.0 work environments was achieved by addressing
each of the six activity-system elements (shown in
Figure 1). This approach resulted in a generic target
model, and it is expected that the characteristics of any
particular industrial workplace will be shaped by

. I~
Phase 1: N
Target Activity o e
Technologies
[
Worker(s)

Operator(s) ®

]
/\
Objective(s)
@ Business Model

national context, industrial sector, management culture
and level of technological maturity (Da Silva et al. 2019).

4.1. Object(s)

The object of an activity system incorporates motivating
objectives and desired outcomes. A principal object of
Industry 4.0 is rooted in its conception. Industry 4.0 was
announced as a strategic initiative to bolster the German
manufacturing sector and national economy (Xu, Xu,
and Li 2018). Other nations followed with similar digita-
lisation initiatives to maintain global competitiveness.
For example, South Korea introduced ‘manufacturing
innovation 3.0, and Japan launched ‘Society 5.0’
(Oztemel and Gursev 2018). Beyond strengthening
economies, Industry 4.0 is also widely regarded as
a pathway towards greater environmental sustainability
(Chen, Olhager, and Tang 2014; Jackson 2016;
Sutherland et al. 2016) and social innovation (Morrar,
Arman, and Mousa 2017), which function as secondary
objects. A third object emphasises technological innova-
tion as a pathway to a new industrial age (Zhong et al.
2017). Of course, objects are always shaped by, and
formulated within, organisational and cultural contexts
of activity.

4.2. The worker

As a system entity, the literature positions Industry 4.0
workers as adaptable, ‘informationalised’ and hybri-
dised. Technologically complex production environ-
ments supporting customised products in small batch
sizes (Jarvenpdd, Lanz, and Lammervo 2016) requires

Phase 2:
Readiness Factors

Rules anfi Culture Workgroups
© j §
®% f Y } Q

Division of Labour

Worker knowledge,
skills, attitudes and
competences

Figure 1. Two-phase deductive literature analysis and modelling approach.
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workers who are adaptable to reconfiguration and
emergent problems. The informationalised worker
calls attention to humans as data producers and pro-
cessors. As producers, workers routinely input data
(e.g. task logging) or generate physiological and
environmental information with wearable sensors.
As information processors, they are required to gen-
erate actionable intelligence from multiple data
streams (Dworschak and Zaiser 2014). The hybridised
worker emerges through advanced (e.g. brain-
computer) interfaces and augmentation systems
(Zhong et al. 2017; Mourtzis 2018). For example,
SOPHOS-MS incorporates VR and natural-language-
processing, enabling operators to receive expert
knowledge on-demand through a question-and-
answer approach (Longo, Nicoletti, and Padovano
2017). Similarly, the Operator 4.0 paradigm envisions
the dynamic augmentation of a worker’s physical,
sensorial and cognitive capacities (Romero et al.
2016a; Peruzzini, Grandi, and Pellicciari 2020; Romero
et al. 2016b) to serve several manufacturing functions
(Ruppert et al. 2018). Other hybridisation models, such
as intelligent-adaptive assistance, have also been pro-
posed (Wilkesmann and Wilkesmann 2018).

4.3. Technologies

Companies striving toward Industry 4.0 seek to exploit
the full capabilities of cyber-physical systems (Choi et al.
2017). Lists of enabling technologies feature the Internet
of Things, cybersecurity, big-data analytics, cloud com-
puting, additive manufacturing, augmented reality and
advanced interfaces (Riimann et al. 2015; Geissbauer,
Vedso, and Schrauf 2015). Going beyond lists, some
researchers have developed holistic frameworks. For
example, Frank, Dalenogare, and Ayala (2019) distin-
guish between ‘front-end technologies,’ supporting
operational and market needs, and ‘base technologies,’
providing connectivity and intelligence. Base technolo-
gies include IloT, Cloud computing and big data,
enabling advanced applications like digital modelling
(twinning’) of machines and factory environments to
automate decision making and anticipate maintenance
requirements. Front-end technologies include four
‘smart’ technological clusters related to manufacturing,
products, supply chain and working. From a greater level
of abstraction, Qin, Liu, and Grosvenor (2016) reduce
Industry 4.0 technologies to interoperability and con-
sciousness. Interoperability includes technologies of

communication, flexibility, real-time responsibility and
customizability. Consciousness emerges through those
technologies facilitating predictive intelligence, decision
making, self-awareness, self-optimisation and self-
configuration.

4.4. Workgroups

Workgroup configurations in Industry 4.0 are
described as hybridised, diverse, geographically dis-
tributed and dynamic (Mittelmann 2018). Patterns of
interaction, ranging from coexistence to collabora-
tion, and incorporating human and machine entities
(often situated in different physical locations), will be
deployed strategically and contextually to address
emergent operational opportunities and challenges
(Galaske et al. 2017). Workgroups are expected to
favour network structures that flatten hierarchy and
promote interaction across traditional departmental
boundaries (Schuh et al. 2014). Owing to the twin
dynamics of vertical and horizontal systems integra-
tion, communication requirements within and
between workgroups will intensify (Schuh et al.
2014). Within these well-connected network struc-
tures, managers and other human authorities will
increasingly share decision-making control with non-
human actants (Fischer and P&hler 2018).

4.5. Rules and culture

Worker autonomy and decentralised decision-making
are leading themes in this category (Fischer and Pohler
2018; Karacay 2018; Galaske et al. 2017). Production
environments will achieve optimal performance where
front-line operators, supported by expert systems, have
the resources to address problems directly (Jarvenpaa,
Lanz, and Lammervo 2016; Shamim et al. 2016). Realising
the advantages of distributed problem solving, however,
can be challenging in contexts where centralised control,
associated with scale economics, is well established
(Frank, Dalenogare, and Ayala 2019). Two less empha-
sised themes address service- and technology-oriented
subcultures (Herterich, Uebernickel, and Brenner 2015;
Soulé and Warrick 2015). A service-oriented subculture is
vital to supporting data-driven offerings requiring close
relationships with customers throughout a product’s life-
span (Ibarra, Ganzarain, and Igartua 2018). A technology-
oriented subculture promotes enthusiasm for learning
new systems, applications and interfaces (Richter et al.
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2017). Some case studies demonstrate that technology
enthusiasm can be cultivated effectively ‘from below.’
For example, Johansson (2017) observed a young
machine worker with computer gaming experience suc-
cessfully mentoring mature operators (with tremendous
domain knowledge) as they struggled to use new front-
line, computer systems.

4.6. Division of labour

To address the impact of digitalisation on divisions of
labour, researchers have shifted focus from studying job
roles to tasks (Nokelainen, Nevalainen, and Niemi 2018).
The dated model of Autor, Levy, and Murnane (2003)
analysed tasks along two axes (manual/cognitive and
routine/non-routine), positing that both manual and
cognitive routine tasks, which follow explicit rules, are
susceptible to automation. Frey and Osborne (2017)
recognised that advances in Al and machine learning
have significantly increased the automation of non-
routine tasks. However, they argued that humans remain
advantaged in three categories: (a) perception and
manipulation, (b) creative intelligence, and (c) social
intelligence. Similarly, Koorn, Leopold, and Leopold
(2018) organised work tasks into eight types and found
that creative and adaptive tasks were the most difficult
to automate. Difficult or not, generative Al models like
GPT-3 continue to extend the creative capacities and
potential roles of non-human agents (OpenAl 2020;
Elkins and Chun 2020).

Other researchers have explored emerging divi-
sions of labour through the lenses of dynamic aug-
mentation and human-robot cooperation (Peruzzini,
Grandi, and Pellicciari 2020). Romero et al. (2016a), for
example, design systems that respond dynamically to
deficits in human physical, sensorial and cognitive
performance, and Richert (2018) describes hybrid
forms of collaboration in a virtual factory. In general,
Industry 4.0 research highlights a shift from the
design-time allocation of human tasks to run-time
and mixed-agent task distributions.

4.7. Summary of target activity characteristics

Based on the research synthesis presented above,
Table 3 summarises the activity-system characteristics
of Industry 4.0. The next section identifies and orga-
nises worker-level readiness factors aligned with this
target.

Table 3. Key characteristics of Industry 4.0 modelled as an

activity system.
System

# Element

1 Object(s)

Key Characteristics

Productivity and global competitiveness

Sustainability and social innovation

Technological innovation

Adaptive entity, responsive to dynamic work
environments

Driven, maintained and defined by data

Hybridized or machine augmented

3 Technologies Enabling technologies: Internet of Things, Cloud, AR/
VR, big data, additive manufacturing, cybersecurity,
robotics, advanced interfaces, etc.

Holistic typology: Technologies of smart
manufacturing, smart products, smart supply chain
and smart working

Core purposes: interoperability and consciousness

Hybridised, featuring new agentic entities and roles

Culturally diverse and geographically dispersed

Emergent teams, roles and goals

2 Worker

4 Workgroups

5 Rules and Increasing levels of autonomy
Culture Decentralised decision-making
Service-oriented, customer-relationship culture
Culture of techno enthusiasm
6 Division of Increasing automation of non-routine and complex
Labour tasks

Human workforce more focused on creative strengths

Tasks taken up dynamically based on situational needs
and an agent’s/operator’s (measured) level of
performance

5. Stage 2 findings: dimensions of worker
readiness

Worker competences, incorporating KSAs aligned
with the target, were extracted from the literature
and organised into five dimensions. Three dimensions
(technological, flexibility and interpersonal readiness)
consolidate and extend complexes addressed by
other models. Inter-agent and innovation readiness
are original proposals synthesising KSAs represented
strongly in Industry 4.0 literature but not yet promi-
nent in most worker readiness models.

5.1. Technological readiness

This dimension aggregates three abilities complexes.
The first represents foundational digital skills. Typically
developed through regular use of mainstream hardware
(e.g. personal computers and mobile devices) and soft-
ware/apps, these skills offer an essential starting point for
digitalised work (Canadian Apprenticeship Forum 2018;
Johansson 2017). Digital-competence researchers have
produced validated instruments to measure these skills
across several categories of use (van Deursen, Helsper,
and Eynon 2016; Blayone et al. 2018a). The Industry 4.0
literature, however, places greater emphasis on
advanced technology/IT competences often requiring
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formal learning and on-the-job training (Fonseca 2018;
Foresti and Varvakis 2018; Ghobakhloo 2018; Muro et al.
2017). This complex includes KSAs supporting network-
ing and information processing, data analysis, and work-
ing with raw materials, smart objects, automated guided
vehicles (AGVs) and complex software interfaces
(Schallock et al. 2018; Erol et al. 2016). A third complex,
addressing attitudinal dispositions toward information
technology also achieve prominence. For example,
Oesterreich and Teuteberg (2016) and Johansson
(2017) highlight technology acceptance and low tech-
nology anxiety as orientations promoting effective
human-machine interaction. Interest in learning about
IT (Gokhale, Brauchle, and Machina 2013), self-direction
(Raemdonck, Thijssen, and de Greef 2017) and personal
initiative (Frese and Fay 2001) are all intrapersonal factors
supporting IT-skills development. One caveat regarding
skill acquisition is that emerging augmentation systems
are expected to provide unskilled operators with situa-
tionally relevant expert procedures as required (Longo,
Nicoletti, and Padovano 2017). Therefore, it appears that
some operator jobs will require well-aligned attitudes
and general digital skills rather than specialist knowl-
edge of materials and procedures.

5.2. Interpersonal readiness

Research in affective computing (Wu, Huang, and
Hwang 2016) and social robots (Belpaeme et al.
2018) describe systems that capture, reproduce
and even ‘feel’ emotion. Nevertheless, a capacity
to respond situationally to the states and beha-
viours of humans remains a challenge for machines
and is considered distinctly human strength (Frey
and Osborne 2017). Thus, workers do well to culti-
vate networking competences (Erol et al. 2016) and
social and negotiation skills (Bhattacharyya 2018).
Others highlight cross-cultural and online-
communication competences for working effec-
tively within geographically dispersed teams
(Hamaldinen, Lanz, and Koskinen 2018; Holtkamp,
Lau, and Pawlowski 2015).

Despite the prominence of interpersonal skills
among Industry 4.0, 21%-century skills and digital-
competence readiness frameworks, manufacturers
are advised to consider worker competence priorities
against their operational goals. To address this point,
Weber, Butschan, and Heidenreich (2017) investi-
gated the effects of cognitive, social and processual

competences on technological maturity and perfor-
mance outcomes at German factories by surveying
284 employees in production and innovation depart-
ments. A key finding was that, unlike cognitive and
processual competences, social competences showed
no positive relationship to levels of technological
maturity. This finding suggests a situational exception
to the general importance of interpersonal compe-
tences. Namely, that those organisations focused on
technological transformation should give the devel-
opment of cognitive and processual competences of
mission-critical workers the highest priority.

5.3. Flexibility readiness

Flexibility readiness incorporates three sub-groupings
incorporating (a) multidisciplinary knowledge (Freddi
2018; Ghobakhloo 2018), (b) openness to dynamic
roles and emergent problems (Erol et al. 2016), and
(c) comfort with technological change (Fischer and
Pohler 2018; Schallock et al. 2018). In each case, levels
of human adaptability will be shaped by cultural and
personal dispositions. For example, tolerance of ambi-
guity is a well-studied value orientation in the field of
cross-cultural analysis (Hofstede 2001), and openness
to new experiences is a ‘Big 5' personality trait
(Azucar, Marengo, and Settanni 2018). Thus,
Nokelainen, Nevalainen, and Niemi (2018) argue that
workers may often carry a predisposition towards
stability (an ‘entity mindset’) or openness to change
(@an ‘incremental mindset’). Nevertheless, some
empirical studies find that cognitive flexibility and
environmental adaptiveness are increased through
education and training (Hytonen et al. 2016). From
this orientation, learning factories have been
designed to augment classroom learning and simu-
late the dynamic working conditions of digitalised
industrial environments (Schallock et al. 2018).

5.4. Inter-agent readiness

This dimension focuses on interactions between differ-
ent types of agents inclusive of human, non-human and
hybrid entities (Gladden 2019). An agent is an autono-
mous entity with the capacity to act towards its goals
and interact with other agents when it cannot reach its
objectives alone (Leitdao 2009). An intelligent agent must
be able to mobilise resources, reflect on actions and
adapt to changing circumstances (Romero et al. 2016a).



INTERNATIONAL JOURNAL OF COMPUTER INTEGRATED MANUFACTURING . 1"

Within cyber-physical systems of Industry 4.0, human,
system and robotic entities will achieve intelligent
agency, at least when functioning optimally. Human
workers must prepare to achieve optimal levels of
comfort and performance within tightly integrated
human-machine assemblages — a challenge greatly
influenced by the design of human-machine interfaces
(Peruzzini, Grandi, and Pellicciari 2020).

Readiness factors enabling optimal inter-agent func-
tioning include numerous KSAs, with attitudes achieving
as much prominence as knowledge and skills. Two cri-
tical attitudes are openness to human-machine partner-
ing (Becker and Stern 2016) and trust toward
technological entities (Hoff and Bashir 2015), including
robots (Richert 2018), decision-automation systems (Lee
and See 2004), big-data analytics (Akdil, Ustundag, and
Cevikcan 2018) and augmentation apparatuses
(Mourtzis 2018). Pacaux-Lemoine et al. (2017) find that
a worker’s willingness to trust a machine agent is inver-
sely related to their level of self-confidence, highlighting
a vital intrapersonal nuance for measuring readiness. In
short, self-confidence is a double-edged sword.
Rajaonah et al. (2008) extend this scheme with three
mediating variables: perceived workload, perceived
risk, and perceptions of system effectiveness.

In this dimension, essential knowledge and skills
include the ability to (a) model the functioning of non-
human agents; (b) communicate in ways that non-
human agents can readily process; and (c) calibrate levels
of dispositional trust by assessing the situation, perfor-
mance histories and potential consequences (Pacaux-
Lemoine et al. 2017). Pacaux-Lemoine et al. (2017)
designed a manufacturing scenario to explore the per-
formance dynamics of human-machine partnering. The
experimental design dictated that throughput and
energy use were to be balanced in a production envir-
onment where some machines malfunctioned and mov-
ing products to different machines increased energy use.
The three control conditions tested were automation,
human control, and human-machine cooperation.
Human-machine cooperation achieved the best perfor-
mance, but the inter-agent skills of the human operator
emerged as a significant mediating variable.

More generally, within the research, human-machine
partnering and co-agency are challenging traditional
human-tool interaction perspectives (Grudin 2017).
Jones, Romero, and Wuest (2018) explain that the well-
established concept of interacting with machines
addresses two general system configurations. On the

one hand, tasks may be performed by a human operator
monitoring and controlling a machine. On the other
hand, a machine may perform all activities under normal
circumstances with a human taking over when
a problem has been identified. In both bases, a physical
human-machine interface is available to be mastered by
the operator. The move towards co-agency between
humans and machines shifts focus to cognitive interfaces
that introduce new requirements for communication
and collaboration between agents. Of course, identifying
these requirements remains an essential work in pro-
gress because such interfaces are still being designed
in research labs.

5.5. Innovation readiness

Frey and Osborne (2017) identified innovative
thinking and creative intelligence as an incred-
ibly difficult area for machine-automation.
Although Als are generating impressive forms of
visual art, music and creative writing
(McCormack, Gifford, and Hutchings 2019; Sturm
et al. 2018), it remains challenging to automate
problem-solving in dynamic environments where
solutions must achieve situational effectiveness
(Nokelainen, Nevalainen, and Niemi 2018).
Therefore, human workers tend to be the most
capable entities for generating (useful) novel
ideas, refining and evaluating these ideas, func-
tioning collaboratively and learning from failures
(Soulé and Warrick 2015).

Nevertheless, given the increasing need to ground
innovative solutions on big-data analyses and simula-
tions (Vaidyaa, Ambadb, and Bhosle 2018), creative pro-
blem-solving is expected to evolve as a hybrid process
incorporating humans and automation systems
(Carlsson 2018). To what extent intelligent machine
agents will ultimately direct human operations (‘automa-
tion scenario’) or merely suggest courses of action (‘tool
scenario’) in any given context remains an open question
(Dworschak and Zaiser 2014). Indeed, there are still sev-
eral systems-integration challenges hindering the effec-
tive coordination of multiple actors in strategic processes
(Sanchez, Exposito, and Aguilar 2020). In the end, owing
to the ongoing need for humans to generate or support
creative data-driven solutions to emergent operational
problems, innovation readiness is proposed as a fifth
dimension.
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5.6. Summary of proposed worker readiness
dimensions

Table 4 summarises, and Figure 2 visualises, the
resulting five-dimensional model of worker readiness
for Industry 4.0. Although technological, interpersonal
and flexibility readiness are addressed by previous
research, this model calls attention to additional sub-
factors. The inter-agent and innovation dimensions
are new proposals featuring KSAs with high promi-
nence in the sampled literature. Contextual consid-
erations are suggested to emphasise that optimal
factor structures must be adapted to local needs/
cultures.

6. Discussion

This study produced a new model of worker readiness
for Industry 4.0 via a two-stage research synthesis
addressing research gaps in 23 prior models. In
stage one, it deployed an activity-system apparatus to
generate a structured description of the target work
environment addressing six elements: the worker/opera-
tor, technological systems, guiding objectives, organisa-
tional culture and divisions of labour. This approach
improved upon many previous ad hoc descriptions. In
stage two, this study identified and organised five
dimensions of worker readiness strongly aligned with
the target. Like 21%*-century and digital-skill frameworks

Table 4. Proposed five-dimensional model of worker readiness for Industry 4.0.

Readiness
# Factor Readiness Subfactors (KSAs)

Contextual Considerations

1 Technological (1) Foundational digital skills
(2) Advanced IT skills

(3) Attitudinal orientations and intrapersonal skills supporting

enthusiastic IT use skill development

(1) Multidisciplinary knowledge

(2) Openness to dynamically assigned roles and tasks

(3) Tolerance of environmental dynamism and emergent
problems

(1) Attitudes of openness and comfort toward human-
machine partnering

(2) A well-calibrated level of trust toward technological
agents and automation systems

2 Flexibility

3 Inter-agent

(3) Knowledge and skills for modelling, communicating and

calibrating trust with machine agents/robots
(1) Social-networking competencies
(2) Communication and negotiation skills
(3) Attitudes and skills supporting digital-mediated

4 Interpersonal

collaboration problem-solving in dispersed, cross-cultural

teams

5 Innovation (1) Creative and adaptive strategic-thinking skills

(2) Data-analysis knowledge and software application skills

Level of Industry 4.0 technological maturity
Presence of adaptive augmentation systems towards Operator 4.0

Stubbornness of traditional (hierarchical) organisational cultures
Broader socioeconomic pressures on manufacturing operations
Level of Industry 4.0 technological maturity

Availability and sophistication of collaborative robots, adaptive
augmentation systems, wearable tech, expert systems and machine
agents

Organisational decision-making protocols

Distribution of responsibilities among agents in cyber-physical systems
Location and diversity of teams Levels of interaction, ranging from
coexistence to collaboration, required to achieve objectives

Creative capabilities of humans and other agents
Organisational culture/rules related to conservatism and innovation
Level of Industry 4.0 technological maturity

Worker
Readiness

Technological

Inter-agent

Readi

Figure 2. Visual presentation of the proposed five-dimensional worker readiness model, with the two original dimensions highlighted.
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(van Laar et al. 2017), the proposed model acknowl-
edged the importance of technical, social and flexibility-
related KSAs also featured in other Industry 4.0 models.
However, it extended these dimensions, emphasising
advanced technological skills and mediating attitudes,
such as trust in technology. More importantly, it intro-
duced two original dimensions (comprised of inter-
agent and innovation competences) vital to successful
human-machine partnering and creative problem-
solving in dynamic Industry 4.0 environments.
Noteworthy empirical investigations of human-robot
collaboration (Richert 2018), trust in automation systems
(Hoff and Bashir 2015) and operator-augmentation
architectures (Longo, Nicoletti, and Padovano 2017)
were selected to highlight emerging operating scenarios
characteristic of Industry 4.0 overlooked by mainstream
digital-competence frameworks (Eshet 2012; Ferrari
2013; Desjardins, Lacasse, and Belair 2001; van Deursen,
Helsper, and Eynon 2016).

The authors’ next steps are to (a) theorise the consti-
tuent competences of inter-agent and innovation readi-
ness more fully, (b) triangulate the model via case studies
and observational data, and (c) proceed towards oper-
ationalisation and the launch of an online readiness
profiling application based on the Global Readiness
Explorer (GREx) platform developed by the EILAB
(vanOostveen et al. 2019). Existing survey tools or
selected subscales may be repurposed to measure tech-
nological, interpersonal and flexibility readiness, but
a review of available validated instruments must be
undertaken. The development of original scales will likely
be required to measure inter-agent and innovation
readiness. Moreover, industry partnerships will be
sought to gather relevant case studies and performance
data for model triangulation. This endeavour builds on
the authors’ prior experience of digitally recording and
analysing interactions with mobile devices to validate
a digital-competence instrument (Blayone et al. 2018b).

A new readiness measurement application explicitly
designed to measure, visualise and compare worker
readiness for Industry 4.0 will bring benefits to students,
workers, researchers, educators, organisational trainers,
human resource professionals, and policymakers.
Individual students and workers will have the opportu-
nity to generate a personal readiness profile and com-
pare their results to a target or group profile. Researchers
will gain access to an aggregate database with which to
perform comparative research or relate self-report

measures to performance data. Educators and trainers
can use relevant group profiles to help identify readiness
gaps and adapt educational experiences (technologies,
learning methods and content) to address them. Human
resource professionals and policymakers will gain access
to empirical data with which to align competency-
development targets and training interventions with
workers’ preparation needs. Readiness profile data and
accompanying research might also help technologists
and engineers design more robust human-machine
interfaces and worker-augmentation systems. All of this
contributes to a more prepared workforce and more
robust industrial systems.

Three limitations of this study are acknowledged.
Firstly, the selection of Industry 4.0 as a defining con-
struct skewed the focus towards a German and
European perspective. However, the authors recognise
Industry 4.0 to be a dominant innovation program (Xu,
Xu, and Li 2018; Wang 2018), and the proposed readi-
ness model to be adaptable to digitalised manufactur-
ing more broadly conceived. Secondly, Industry 4.0
remains a rapidly evolving construct. The dynamics of
inter-agent readiness may be especially sensitive to
change as several research fields (e.g. machine learning,
collaborative robotics and dynamic augmentation sys-
tems) are actively redefining human-machine interac-
tion. Finally, the proposed model represents a first-
stage conceptual contribution to a fully operationalised
Industry 4.0 readiness framework and worker profile
application. The dimensions of inter-agent and innova-
tion readiness, as new proposals, require further con-
ceptual specification incorporating findings from the
most current empirical studies.

6.1. Conclusion

This study was initiated by a broader research-and-
development program aimed at implementing an
Industry 4.0 readiness profile application to collect indi-
vidual-level data around the globe. Achieving a well-
structured conceptual model of worker readiness for
Industry 4.0 grounded on a significant literature base is
a necessary first step towards this goal. Owing to the
dependence of digital and 21%*-century skills frameworks
on mainstream human-computer interaction models
(Grudin 2017) and conceptual gaps in Industry 4.0 readi-
ness models, a more comprehensive model was devel-
oped through a two-phase research synthesis. This five-
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dimensional model consolidates three dimensions fea-
tured in prior research. It also introduces inter-agent and
innovation readiness as new proposals addressing
human-machine partnering and dynamic problem-
solving within digitalised workplaces. As noted, the
next steps for participating researchers are to (a) review
the availability of existing instrumentation for measuring
worker readiness in each dimension, (b) generate case-
study and observational data to triangulate the concep-
tual proposal, and (c) select or develop scales for gen-
erating reliable and valid profiles of worker readiness for
Industry 4.0.

In the end, this study presents an original and reason-
ably comprehensive foundation on which to develop
new tools that enable researchers, educators, trainers,
human resource managers, policymakers and system
designers to equip workers with the competences and
technological affordances for success in Industry 4.
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